
Penetration Testing Executive Summary 

Overview 
Sample Company (CLIENT) contracted with Jay Carlson to perform penetration testing 
against their computing environment. This testing evaluated the CLIENT vulnerability to 
external attacks from outside the internal network. 
 
This testing exposed several serious vulnerabilities that are explained in this report. These 
vulnerabilities place Sample Company at risk of compliance violations, exposing client 
payment data, Persona Identification Information (PII) data, or loss of business reputation.  

Testing environment 
The penetration testing was performed in the following environment: 

• Host computer: Mac mini 2018, Ventura 13.2 
• Attack computer: Kali Linux virtual machine 
• CLIENT computer: Metasploitable2 virtual machine 

Testing Scope 
CLIENT requested and agreed to the following testing: 

• Social engineering of CLIENT employees using email phishing 
• Remote penetration testing of internal and internet-facing servers and client 

computers. 

Testing results 
A total of 300 phishing emails were sent to CLIENT employees. A total of 69 employees 
responded either by clicking a spoofed link, interacting with attached malware. The 23% 
result is considerably above the 10% success rated noted in CISA Phishing Infographic 
from 2023. It should be noted that the success rate of phishing attacks goes up 
dramatically when the phishing attack is targeted (spearfishing) or paired with phishing 
phone calls. 
 
The first step in the remote penetration testing phase was service enumeration. Service 
enumeration provides an attacker with detailed information about what services are 
running on a server and possible attack vectors. 
  



 
The following is a summary of open ports discovered. The vulnerable services include FTP, 
Telnet, email, HTTP, database, and the registry: 
 

Server IP Address Ports Open 
192.168.56.2 TCP: 21-23,25,53, 80, 111,139, 445, 512-

514,1099, 1524, 2049, 2121, 3306, 5432, 
5900, 6000, 6667, 8009, 8180 

 
For example, the attacker was able to gain access to the server with root permissions. 
Additionally, the root currently uses the default password: 
 

 
 

 
 
The attacker was also able to determine the current PHP version and enumerate the 
applications running on the server. These applications are installed in the /var/www folder 
and exploitable by appending the folder name to http://ip_address/. Each of these 
applications represents a significant security risk. For example, The Mutillidae application 
is vulnerable to SQL injection and cross-site scripting (XSS) attacks: 
 

  
 
 

http://ip_address/


 
 
The attacker was also able to use an anonymous connection to gain access to the file 
system: 
 

 

Evaluation 
 

 

Recommendations 
CLIENT should: 

• Implement mandatory pass/fail phishing training for all employees. 
• Conduct a comprehensive survey of all user computers and servers for default 

usernames and passwords. 
• Mandate strong passphrases to prevent brute force/dictionary attacks/ 
• Implement a network “DMZ” to reduce vulnerability to Internet attacks. 
• Conduct a survey on servers to determine open ports, and then close ports as 

needed. 
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